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Policies and standards to define principles by
which the City of Greensboro protects the
confidentiality, integrity and availability of systems
and information and ensure compliance to laws and
regulations

Advanced endpoint protection capabilities
including behavioral analysis, artificial intelligence,
and machine learning to detect and block advanced
threats and cyber-attacks, including the latest
Ransomware variants that have been affecting
local governments across the country

Advanced security monitoring capabilities to
quickly identify and block advanced threats and
cyber-attacks against systems and applications

Strong access control mechanisms to ensure that
access to systems and information is provided to
users and devices that have been authorized and
approved. Unauthorized access attempts are
detected and blocked

Vulnerability management process to quickly
identify, assess, and mitigate vulnerabilities and
configuration weaknesses that could be exploited
to gain unauthorized access to systems and
confidential information

TANGIBLE SECURITY HAS
ASSISTED THE CITY OF
GREENSBORO IN
DEVELOPING AND
IMPLEMENTING A RISK
BASED CYBERSECURITY
PROGRAM AIMED AT
PROTECTING THE CITY’S
SYSTEMS AND
CONFIDENTIAL
INFORMATION AGAINST
ADVANCED THREATS AND
CYBER-ATTACKS AND
ENSURING COMPLIANCE
TO LAWS, REGULATIONS,
AND STANDARDS. 
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Patch management process to provide efficient and
reliable method for the assessment, testing and

implementation of security updates to all systems
and applications

Encryption controls to ensure that confidential
information is protected in transit and at rest

Information classification model to categorize data
collected, stored and managed by the City of
Greensboro and securing this data from risks
including unauthorized access, destruction,
modification, disclosure, use, and removal

Incident response plan to detect, analyze and contain
security incidents and provide faster recovery of

system and applications

Tangible Security has also assisted the City of
Greensboro in successfully achieving ISO/IEC
27001:2013 certification. This is a globally recognized
standard for the establishment and certification of
cyber security management program to protect systems
and confidential information against threats and cyber-
attacks. The City continues to be recognized as fully
compliant with the global security standard and this is a
great way to provide assurance to employees, vendors,
and residents that effective cybersecurity controls are
in place to protect systems and confidential information
and comply with laws and regulations.

GREENSBORO IS THE 70TH
POPULOUS CITY IN THE
COUNTRY

TANGIBLE SECURITY WAS
ABLE TO CREATE A CYBER
SECURE CULTURE FROM
WITHIN 

THE CITY OF GREENSBORO
WAS NAMED ONE OF THE
TOP-RANKED DIGITAL CITY
GOVERNMENTS BY THE
CENTER FOR DIGITAL
GOVERNMENT (CDG) IN ITS
ANNUAL DIGITAL CITIES
SURVEY

THE CITY OF GREENSBORO
WON A CSO50 AWARD FOR
THEIR ENTRY “DARK WEB
THREAT INTELLIGENCE AND
INFORMATION GATHERING” 
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